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Glossary
Distributive justice: This term refers to a set of principles that provide “moral guidance for political processes 
and structures that affect the distribution of economic benefits and burdens within societies” (1, 2). It is 
generally thought to be difficult, if not impossible, to distribute health. However, there are a number of factors 
that may be relevant to the just distribution of health, including income, wealth and utility; the number of 
possible persons involved – that is, individuals or groups; and differences in how the distribution should be 
made, such as for equality or maximization. Egalitarianism is one example of a distributive justice principle (2).

Equity: Equity is the absence of unfair, avoidable or remediable differences among groups of people, whether 
those groups are defined socially, economically, demographically or geographically, or by other dimensions of 
inequality (e.g. sex, gender, ethnicity, disability or sexual orientation) (3). Health is a fundamental human right. 
Health equity is achieved when everyone can attain their full potential for health and well-being. 

Illicit drugs: This term describes psychoactive substances that are under international control and are 
produced, trafficked or consumed illegally. These substances are referred to as either narcotic drugs or 
psychotropic substances, depending on the international drug control convention under which they are 
described. The term does not include alcohol or tobacco (4). 

Informed consent: This refers to agreement given by a competent individual without coercion to follow a 
certain course of action, such as treatment or participation in research, after receiving complete and relevant 
information (2). 

Justice: As used in this document, justice encompasses two different concepts (5). The first is equity, which 
refers to fairness in the distribution of resources, opportunities and outcomes. Key elements of equity include 
treating people with similar needs fairly, avoiding discrimination and exploitation, and being sensitive to 
persons who are especially vulnerable to harm or injustice. The second aspect of justice is procedural justice, 
which refers to using a fair process for making important decisions. Elements of procedural justice include due 
process (e.g. providing notice to interested persons and an opportunity for them to be heard), transparency 
(e.g. providing clear and accurate information about the basis for decisions and the process by which they 
are made), inclusiveness and community engagement (e.g. ensuring that all relevant stakeholders are able to 
participate in decisions), accountability (e.g. allocating and enforcing responsibility for decisions) and oversight 
(e.g. ensuring appropriate mechanisms for monitoring and review). 

Proportionality: This refers to balancing the positive features and benefits of a particular intervention, policy 
or research study against their negative features and effects when deciding whether to implement it (2). 

Public health surveillance: Public health surveillance is the continual and systematic collection, orderly 
consolidation and evaluation of pertinent data, with prompt dissemination of results to those who need to 
know, particularly those who are in a position to take action (6). 

Reciprocity: Reciprocity consists of providing a fitting and proportional return for contributions that people 
have made. Enacting policies that encourage reciprocity can be an important means for promoting the 
principle of justice, as they can correct disparities in the distribution of the benefits and burdens of efforts to 
respond to an epidemic (5). 

Respect for persons: This refers to treating individuals in ways that are informed by a recognition of common 
humanity, dignity and inherent rights (5). A central aspect of respect for persons is a respect for autonomy, 
which requires letting individuals make their own choices based on their values and preferences. Ensuring 
that an individual provides informed consent – a process in which a competent individual authorizes a course 
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of action based on sufficient relevant information without coercion or undue inducement – is one way to 
operationalize this concept. If individuals lack decision-making capacity, it may be necessary for others to be 
responsible for protecting their interests. Respect for persons also includes paying attention to values, such 
as privacy and confidentiality, as well as social, religious and cultural beliefs, and important relationships, 
including family bonds. Finally, respect for persons requires transparency and truth-telling in the context of 
carrying out public health and research activities. 

Stigma: Stigma refers to shame, disgrace or disapproval that results in an individual being rejected, 
discriminated against or excluded from participating in different areas of society (7). 

Wastewater and environmental surveillance (WES): WES is a passive, community-level public health 
surveillance tool that consists of the ethical and systematic collection and analysis of wastewater and 
environmental samples. WES is used to assess the presence or quantity of biological or nonbiological targets 
and translate those data into a format that supports decision-making. WES complements existing surveillance 
systems to gain information about various aspects of public health and to improve the decision-making 
process.

Wastewater and environmental samples: A wastewater and environmental sample is untreated sewage, 
faecal sludge or other human-impacted water collected from sewers or the environment, such as drains, 
rivers or ponds. Samples are taken from defined locations where human waste enters water systems. They are 
collected using different sampling techniques and frequencies and in defined geographical locations to ensure 
representativeness. These samples are processed to support wastewater surveillance and detect targets 
circulating in the population.
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Executive summary
Wastewater and environmental surveillance (WES) is a public health tool that has long been used to monitor 
polio eradication efforts and other health problems, such as antimicrobial resistance. WES was widely 
implemented during the COVID-19 pandemic, and this approach is now being considered, implemented or 
reviewed worldwide for use in detecting multiple pathogens. WES may also be expanded to health issues 
related to illicit drug use or toxin exposure. Simultaneously, there have been rapid developments in laboratory 
testing and data technologies that are used in public health surveillance. Therefore, there is an increasing 
need for guidance on designing ethical WES programmes, as well as developing appropriate governance 
frameworks. As this surveillance tool evolves, maintaining public trust through ethical implementation will 
be essential for realizing its public health potential while respecting the rights and interests of populations 
monitored by WES.

This Ethics Framework for Wastewater and Environmental Surveillance is informed by the WHO guidelines on 
ethical issues in public health surveillance (1). This document addresses seven sets of ethical considerations 
related to designing and implementing WES programmes. First, WES programmes must have clearly defined 
aims regarding the health issues to be monitored and the target populations, and they must have appropriate 
public health goals. Second, programmes should demonstrate realistic potential benefits by establishing clear 
links to public health actions and integration with existing surveillance systems, if any. Third, potential harms 
must be assessed and relevant risks minimized, including stigmatization, economic impacts and harms related 
to infringements on privacy or liberty. Fourth, the proportionality of WES programmes should be evaluated by 
weighing benefits against harms and other negative effects. Fifth, programmes should promote health equity 
by ensuring fair representation of populations and an equitable distribution of benefits and burdens. Sixth, 
respect for persons should be promoted by ensuring appropriate community engagement, procedural fairness 
and minimization of restrictive measures. Seventh, programmes should use ethically appropriate data- and 
sample-sharing policies that aim to maximize public health benefits while protecting privacy and preventing 
misuse. Annex 1 presents a checklist to guide WES practitioners in ethical assessments of a programme’s 
activities. 

This document was developed in consultation with experts in WES and public health ethics. It is intended to aid 
policy-makers and practitioners involved in WES in identifying relevant ethical considerations and developing 
ethically appropriate policies for such surveillance.

Executive Summary
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Background

Method used to develop the framework

Wastewater and environmental surveillance (WES) involves testing wastewater and other environmental water 
affected by human actions to monitor infectious diseases and other targets, such as drugs or toxins, as part 
of public health surveillance (1–4). Surveillance is defined as the “continuous, systematic collection, analysis 
and interpretation of health-related data needed for planning, implementation and evaluation of public health 
practice”(5).

For more than 20 years, WHO has issued a series of guidance documents relating to WES for poliovirus (6–9). 
During the COVID-19 pandemic, wastewater surveillance demonstrated its value in a range of settings and 
provided an important additional source of data for monitoring trends in the incidence of infection, as well as 
for informing the appropriate use of risk reduction measures in the community. In 2022, WHO issued its first 
guidance on environmental surveillance for severe acute respiratory syndrome coronavirus 2 (SARS-CoV-2) 
to complement public health surveillance (10), which was subsequently updated in 2023 (11). In 2024, WHO 
published comprehensive technical guidance on WES (12), as well as summaries of specific considerations for 
mpox, poliovirus and respiratory and enteric pathogens (13–18). 

The experience of using WES for poliovirus and SARS-CoV-2 has ignited widespread interest in expanding its 
implementation in parallel with research on its application to a variety of other pathogens, although additional 
work is needed to validate and assess the cost effectiveness of more novel approaches (3, 19–23). WES can also 
be used for public health surveillance of health issues not related to infectious diseases, including testing for 
the presence of drugs, whether prescribed or illicit, or exposure to environmental toxins, such as pesticides 
(4, 24). While the methods and use cases for WES are evolving, countries, regions, public health practitioners, 
sanitation system managers and researchers are increasingly seeking advice about implementing WES to 
promote public health while respecting other ethical values, such as equity or justice, and respect for persons. 
The field of public health ethics has developed key principles to guide ethical decisions, especially when there 
may be tensions between competing considerations (25–27). These ethical values and principles have informed 
this Ethics Framework for Wastewater and Environmental Surveillance. The principles highlighted by this 
Framework include proportionality, least infringement, distributive justice, reciprocity and transparency (Box 1).

This Ethics Framework for Wastewater and Environmental Surveillance was developed through a collaborative, 
multi-stage consultation process involving experts in both the technical and ethical aspects of wastewater 
surveillance.

The Framework was drafted by a core writing team co-ordinated by WHO headquarters. It draws upon existing 
WHO guidance, particularly the 2017 WHO Guidelines on Ethical Issues in Public Health Surveillance, and both 
foundational and recent academic literature in public health ethics, including reference to ethical analyses of 
wastewater surveillance during the COVID19 pandemic.

Framework development involved multiple rounds of consultation and peer review with (i) internal WHO 
experts including technical staff from WHO's Health Emergencies Programme and relevant departments at 
headquarters; (ii) the WHO Expert Group on Ethics & Governance of Infectious Disease Outbreaks and Other 
Emergencies, including members with expertise in bioethics and public health;  and (iii) external experts.

The World Health Organization conducted a thorough assessment of the declarations of interest and 
determined that no conflicts of interest exist.
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Public health surveillance and public health 
ethics
It is widely recognized that surveillance data are ethically and practically important for promoting public health 
because “what doesn’t get counted doesn’t count” (5): health agencies cannot respond appropriately to public 
health problems without information about their presence and distribution in relevant communities (28). 
The 2017 WHO guidelines on ethical issues in public health surveillance (5) provides important foundational 
principles that are relevant to WES, drawing on recent work in public health ethics (27, 29, 30). Similar to 
other forms of public health surveillance, WES must balance the ethical obligation to collect data to inform 
public health action with concerns about privacy, equity and potential harms to individuals and communities. 
The Guidelines emphasize ethical considerations that align with those needed for WES, including duties 
to (i) conduct surveillance for legitimate public health purposes, (ii) ensure data quality and security, (iii) 
develop appropriate programmes for community engagement, (iv) share data appropriately while protecting 
confidentiality and (v) establish governance mechanisms for ethical oversight (5).

Principle	 Example

Proportionality	 The burdens or harms involved in an intervention should be outweighed 	
	 by the public health benefits achieved.

Least infringement	 When two policies are expected to be equally effective, the policy that 
	 involves the least invasion of privacy or encroachment on liberty
	 should be selected.

Distributive justice	 The benefits and burdens of public health surveillance and linked public	
	 health interventions should be equitably distributed across relevant 		
	 populations.

Reciprocity	 Those who benefit from public health policies or interventions have a 		
	 duty to assist or compensate, or both, those on whom burdens are 		
	 imposed.

Transparency	 Public health policy-making should be clear and open, with the 			
	 justification for the policy made available to the public.

Box 1. Selected general principles of public health ethics

Introduction
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Ethics of wastewater and environmental 
surveillance
The ethical aspects of WES arise in part due to several features that are unique to this type of surveillance 
(Box 2). Features of WES that require ethical consideration include (i) the collective nature of pooled samples 
gathered from a population or geographically defined area, or both (e.g. sewer network catchments); (ii) the 
potential to monitor multiple targets within a single sample (e.g. pathogens, antimicrobial resistance, toxins, 
illicit substances or human DNA); (iii) the potential to monitor travellers and mobile populations, including 
through surveillance of transport hubs and vessels at international borders; (iv) the likelihood that individuals 
will be unaware that sampling is occurring; and (v) the involvement of non-public-health agencies in the 
surveillance, including other government agencies or private companies, for example (31).

As a result of its collective nature, WES can be used to monitor a large population with few samples and, 
therefore, can be relatively cost effective (32). WES is also relatively noninvasive in that it does not involve 
collecting bodily samples, such as nasal swabs, and it is unaffected by health care access or health care–
seeking behaviours. Therefore, it can be used to collect data from groups that might be underrepresented in 
other forms of surveillance, including situations in which stigma prevents individuals from accessing testing or 
treatment. WES can be used to detect both asymptomatic and symptomatic infections, and it does not require 
access to clinical samples, thus it could provide a general picture of the incidence of infection, for example, at a 
population level. However, where feasible, WES can be used in a more focused way to provide highly localized 
data, for example at the building level.

The ethical acceptability of WES depends in part on the extent to which the data collected can be correctly 
interpreted and used to inform appropriate public health actions that promote health. Such actions may 
include sharing data with communities to promote their understanding and developing independent 
responses to local health issues. Health agencies may also use data from WES to inform public health 
messaging or priority-setting for resource allocation, for example by preparing hospitals or other health care 
facilities for seasonal waves of respiratory viruses (33). Further, relevant actions may include implementing 
targeted interventions, such as enhanced vaccination programmes or control measures during outbreaks 
(19, 21, 34). In addition to translating WES data into beneficial public health action, ethically acceptable 
programmes should be proportionate: the public health benefits arising from surveillance must outweigh any 
associated burdens or harms. If harms occur, there should be support for those affected. WES programmes 
should also aim to ensure an equitable distribution of benefits and harms in relevant populations and 
subpopulations. The assurance of high ethical standards is particularly important for WES, given its potential 
to generate data about populations without their awareness or consent, and the multiple ways such data 
might be used or misused. Therefore, WES programmes should be transparent and accountable to the relevant 
communities.

Some recent technical developments are applicable to WES and they raise their own issues, such as the use 
of metagenomics, which can simultaneously identify genomic sequences from multiple pathogens, including 
novel diseases, and human genetic material. Ethical guidance for WES may need to be updated regularly or 
be accompanied by case studies and implementation materials to be able to respond to relevant emerging 
applications or technical developments.
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Wastewater and environmental surveillance 
during public health emergencies

Target audience and scope

It is likely that WES will be considered or implemented, or both, during future public health emergencies. 
Under public health emergency legal powers, it may be lawful for appropriately authorized public health 
agents to compel the release of data for emergency response purposes. 

There is a strong ethical rationale for sharing data rapidly to inform emergency responses (5). However, the 
misuse of WES during an emergency may undermine future trust in public health. For example, emergencies 
increase the potential for the excessive use of public health powers or the misuse of public health data by law 
enforcement or other agencies for purposes unrelated to public health (26, 35). Further, there will often be 
increased public scrutiny during an emergency. Therefore, public health agencies should remain transparent 
about their activities and accountable for their policies, including those for the use of surveillance data even – 
perhaps especially – during an emergency (36). 

Restrictive public health measures, which are often used during emergencies, require strong ethical 
justification (26, 27). Restrictive measures, such as building-level quarantine and mandated testing, have been 
implemented based on WES and sometimes when data from WES has been used in combination with other 
surveillance data (34, 37, 38). More generally, responses to surveillance data can trigger mass quarantine or the 
closure of local, national or international borders. Such restrictive interventions may sometimes be justified by 
large potential public health benefits – that is, they may be proportionate, with benefits expected to outweigh 
harms. However, stringently enforced restrictive measures will often be ethically and politically controversial.

Excessively restrictive measures may generate unacceptable harm and increase mistrust, thereby undermining 
community participation in future public health surveillance and response activities (26). For example, if a 
positive wastewater sample leads to the mass quarantine of people in a building or mandated testing of 
all residents, many of whom may not be infected or have had any high-risk contact, the measure may be 
perceived as excessive or inequitable, or both, especially if the disease is simultaneously spreading elsewhere 
in the community without resulting in similar restrictions.

This Framework is intended to support policy-makers and practitioners in addressing ethical considerations 
throughout the processes of design, implementation and maintenance of WES by providing guidance for 
practical decision-making. Its target audience may include staff of public health agencies, as well as staff of 
other government bodies, and public or private institutions involved in WES in high- or low-resource settings.

The ethical considerations discussed may be relevant to various activities related to WES programmes 
including the (i) identification of sampling sites, (ii) collection and transportation of samples, (iii) laboratory 
processes and testing, (iv) analysis and reporting of WES data or (v) use of such data for public health actions, 
or some combination of these. The document is intended to improve the design and implementation of WES by 
providing practitioners with a structured approach to identify, evaluate and address relevant ethical issues. It 
applies to both public health emergency and non-emergency contexts.

For the purposes of this Framework, the sources of samples collected for WES may include sewage and other 
wastewater or environmental water affected by human actions from defined catchment areas, with known 
input from human sanitation and hygiene activities (e.g. water from open drains or pit latrines). The types of 

Introduction
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samples excluded from this Framework include drinking-water and other types of environmental samples (e.g. 
from the soil or air, swabs collected from surfaces or objects). 

The scope of this Framework includes the use of samples and surveillance data derived from wastewater and 
environmental water affected by human activity to promote public health. This scope includes instances in 
which data are primarily collected for surveillance but are then shared for secondary use in research. Such 
sharing may require appropriate oversight mechanisms within public health or other government agencies 
involved in surveillance, in part because standard research ethics requirements (e.g. for academic publication) 
are often waived for surveillance data (39). The Framework also includes limits on sharing surveillance data for 
purposes unrelated to public health.

Activities that are not in the scope include the collection and use of wastewater samples or data for the primary 
purpose of health research; such activities are covered by standard research ethics oversight mechanisms. 
Also, this Framework is not intended to cover the testing of wastewater for any purpose outside of formal 
public health surveillance (e.g. by law enforcement agencies) (39).
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WES: wastewater and environmental surveillance.

Introduction

Box 2. Features of wastewater and environmental surveillance

Features Explanation

Target health problems
•	 Infectious diseases
•	 Antimicrobial resistance
•	 Illicit drug use 
•	 Exposure to environmental toxins

Recently, there has been interest in expanding WES to include 
additional infectious diseases. WES can also be used to 
monitor patterns of drug use or toxin exposure for public 
health purposes and future research will expand further the 
potential uses for WES.

Sampling approach
•	 Collective sampling

WES typically involves collective sampling of populations 
rather than sampling of individuals. However, it may be 
possible for data from WES to be used to identify individuals, 
for example if it is combined with other data.

Target populations
•	 Members of the population with 

access to collective wastewater 
treatment or whose wastewater is 
untreated but sampled for WES (e.g. 
from open drains or pit latrines)

WES has primarily been used in populations with access to 
piped wastewater collection systems (e.g. sewers), but those 
without access may be included via appropriate sampling (e.g. 
by collecting from other sources of water that are affected by 
human activities).

Case detection
•	 Asymptomatic and symptomatic

Unlike some other forms of surveillance, WES routinely 
detects asymptomatic as well as symptomatic infections.

Inclusion of mobile populations
•	 Can be applied to travellers and 

mobile populations, including 
at international borders, mass 
gatherings or refugee camps

WES can be used to identify pathogens, toxins or drugs in 
travellers, for example via sampling of wastewater from 
transport hubs or vessels, including at international borders 
and entry points.

Links to public health action
•	 Data can inform decisions to 

implement public health measures

Despite the limitations in interpreting WES results, they can 
be used to justify the initiation or relaxation of restrictive 
interventions, such as quarantine of specific buildings or 
geographical areas, including border closures, and may 
inform other public health measures.

 Potential secondary uses of data
•	 Research
•	 Law enforcement
•	 Military or espionage

Similar to other forms of public health surveillance, it can 
be ethically appropriate to use data from WES for research. 
However, sharing data from WES for purposes unrelated to 
public health should be strictly limited.
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Key ethical 
questions
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WES: wastewater and environmental surveillance.

Box 3. Key ethical questions associated with wastewater and 
environmental surveillance

1. Aim: What is the aim of adding WES to existing public health surveillance?
•	 Which health issues will be monitored?
•	 Who is the target population? 
•	 What is the public health goal?

2. Potential benefits: What are the potential benefits of WES?
•	 How will WES be linked to public health actions? 
•	 How will WES be integrated into existing public health surveillance systems, if any and if necessary?

3. Potential harms: What are the potential harms related to WES, and how will risks be mitigated?
•	 What are the potential harms? 
•	 How will risks be mitigated? 
•	 How will support be provided for any harms that occur?

4. Proportionality: Do the benefits of WES outweigh the harms and any other negative effects?
 5. Equity and justice: How will WES be designed to promote health equity or the fair distribution of       
     benefits or harms, or both?

•	 Representativeness: What is the justification for including and excluding geographical areas or 
populations?

•	 Distributive justice: How will the benefits and burdens be distributed?

6. Respect for persons: How will WES be designed to promote respect for communities and  
    individuals?

•	 What form of public engagement will accompany WES? 
•	 How will privacy infringements related to WES be minimized? 
•	 How will the WES programme be transparent about its activities and accountable to the public?
•	 Will WES be linked with restrictive public health measures?

7. Data and sample stewardship: How should data and samples from WES be shared to promote  
    benefits and minimize harms?

•	 Who owns the samples and data generated by WES? 
•	 How will data be shared for public health purposes? 
•	 How will data be shared for emergency preparedness and response?
•	 Will data or samples be shared for public health research? 
•	 Will data or samples be shared for purposes unrelated to public health? 

The ethical issues highlighted by this Framework are organized under seven questions (Box 3). These questions 
address the ethical aspects of the (i) aims of WES, (ii) potential benefits, (iii) potential harms, (iv) assessments of 
proportionality, (v) equity and justice, (vi) respect for persons and (vii) data-sharing.

Key Ethical Questions
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Assessing the ethical acceptability of WES requires being clear about its aims. Key issues include identifying the 
(i) target health problem (or problems) to be monitored, (ii) target populations and (iii) public health goals.

Which health issues will be monitored?
WES can be used to monitor infectious diseases and antimicrobial resistance, as well as public health issues 
that are not related to infectious diseases (e.g. illicit drug use, the use of medical abortifacients or toxin 
exposures) (4, 24, 40, 41). Examples of infectious agents or diseases for which WES has been used or proposed 
for use include poliovirus, arboviruses, mpox, SARS-CoV-2, respiratory viruses, foodborne enteric pathogens, 
and emerging or novel pathogens (13–21, 37, 42, 43).

Selecting a health issue for surveillance is ethically significant, in part because such public health data-
collection activities are linked to public health actions that result in benefits and may result in negative 
effects (Questions 2 and 3). Further, the selection of a health issue has ethical implications because it may 
result in increased identifiability of the specific individuals or groups that are most at risk from the health 
issue. For example, diseases such as mpox or HIV infection may be concentrated among gay men and 
other men who have sex with men or female sex workers (44–46), and migrants may be at higher risk from 
certain other infectious diseases or detectable exposures (33, 47). Where WES data identify areas with higher 
concentrations of diseases and this results in public health action (e.g. enhanced testing and case-finding), 
individuals or groups may become easily identifiable. Such identifiability may be contentious in situations in 
which behaviours or activities associated with the risk of an infectious disease are illegal or it results in the 
stigmatization of groups, such as undocumented migrants.

Who is the target population?

Wastewater surveillance potentially targets all members of a population who have access to collective 
wastewater treatment or whose wastewater is untreated but sampled for WES (e.g. from open drains or 
pit latrines). In some countries, almost the entire population may have access to wastewater treatment, 
but in others it is only those in relatively wealthy subpopulations who have access (23, 43). Thus, other 
subpopulations would be excluded unless sampling approaches go beyond the wastewater treatment 
infrastructure. Surveillance of environmental water (i.e. testing of environmental water affected by human 
activities, such as drain water) potentially targets a wider population; however, it is more labour intensive to 
collect from these sources and, therefore, surveillance may be restricted to targeted geographical areas (23). 

Identifying the target population is ethically significant because inclusion or exclusion from surveillance 
may promote or undermine health equity. Additional specifics of how data are collected and analysed to 
target specific subpopulations may also be ethically significant. For example, while wastewater surveillance 
can be used to provide collective data about large populations, it is also possible to focus testing on smaller 
wastewater subcatchment areas, which enables the collection of highly localized data, for example from one 
city block or one building (37). Although wastewater typically provides a collective sample in which individuals 
are anonymous, such techniques, especially if combined with other data from other sources, can result in the 
identification of and public health action targeted to specific individuals or groups of individuals (37).

Question 1. Aim:
What is the aim of adding WES to existing public 
health surveillance?
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What is the public health goal?

Determining ethically acceptable public health goals of surveillance is an essential part of designing and 
implementing WES systems. In general, surveillance can be used to provide overall population data (e.g. the 
prevalence or incidence of a health issue) or data focused on a subpopulation targeted for public health action, 
or both. 

In the case of infectious diseases, goals might include (i) monitoring the elimination of an infectious disease 
(e.g. polio), (ii) monitoring endemic or frequently epidemic diseases (e.g. seasonal respiratory viruses, cholera 
or malaria) (18, 33, 48–50), (iii) ensuring emergency preparedness (e.g. monitoring epidemics of known 
pathogens or detecting novel pathogens) (19, 51), or (iv) shaping the emergency response (e.g. informing 
epidemic-containment measures) (34, 37, 52), or some combination of these. 

These goals may have different ethical implications. For example, when monitoring a rare infection as part of 
an elimination programme, it is likely that active cases of infection will be few and thus infected individuals 
could be more easily identifiable (e.g. when combining data from WES with other data, such as from enhanced 
testing or case-finding). This may be more likely when rare, infected individuals are chronic carriers or 
chronically shed infection, including due to immunodeficiency. Although identifying individuals may sometimes 
be important for public health action, identifiable information must remain strictly confidential. Even de-
identified metadata, such as age or postcode, if publicly available can make it possible to identify specific 
individuals, especially if cases of infection are rare. 

However, it is often possible for WES to inform appropriate public health action without the need to identify or 
implement actions aimed at infected individuals. For example, detecting poliovirus through WES might trigger 
enhanced local vaccination programmes (14) or detecting Zika virus might inform communications about 
public health risks (21). In many cases, however, WES may be a first step in public health actions that lead to 
enhanced contact-tracing to identify infected individuals and prevent transmission (37, 38, 53).

Where the goal of WES is to detect novel pathogens likely to cause a public health emergency or to respond to 
an existing emergency, surveillance data will often be linked to highly restrictive public health interventions, 
such as quarantine or isolation, which may be targeted at geographical areas, groups or individuals (34, 37, 
38, 54). Restrictive interventions may result in public health benefits (Question 2) but also significant harms 
(Question 3), making assessments of proportionality particularly important (Question 4). While such issues may 
arise with all forms of surveillance, WES is unique in its ability to detect both symptomatic and asymptomatic 
infections with novel pathogens in a geographical area or water catchment area without testing specific 
individuals. 

In summary, the ethical acceptability of WES will partly depend on the aims of the programme, the health 
issues included in the surveillance, the programme’s goals and the links to public health actions (Question 2). 
Most WES systems that provide population-level data without identifying individuals or groups may be ethically 
unproblematic. However, some uses may require more robust ethical assessment or public engagement, or 
both, such as surveillance that may make individuals more easily identifiable, or situations in which a disease 
or public health action is associated with significant stigma or other harms (Question 3), the people targeted by 
surveillance are disadvantaged (Questions 5) or restrictive interventions are used (Question 6).

Ideally, within public health agencies there should be a process for both scientific and ethical review of the 
aims and conduct of WES programmes. Many public health agencies do not have ethics support, and this has 
been identified as a significant gap for capacity-building (55). Such processes for review should be transparent 
and accountable to the public, with mechanisms for feedback from populations subject to WES (Question 6) 
(36). 

Key Ethical Questions
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Question 2. Potential benefits:
What are the potential benefits of WES?
How will WES be linked to public health actions?

Similar to other forms of surveillance, WES must be linked to actions aimed at producing public health benefits, 
although such linkage may occur by combining WES with other sources of data. For the purposes of this 
Framework, public health benefits encompass any improvement in health, broadly conceived, for relevant 
communities. Potential benefits of linked public health actions may include (i) communities becoming better 
informed about the incidence or prevalence of specific health issues; (ii) public health messaging that is better 
targeted; (iii) improvements in setting priorities for public health, such as efficiently allocating resources; (iv) 
reduced exposure to relevant hazards, for example through legislation, public health messaging or actions 
taken to minimize exposure to it; (v) improved access to care or prevention services, such as vaccination, 
for individuals affected by or at risk from a relevant health issue that is measured by surveillance; or (vi) 
improvements in controlling or preventing infectious disease epidemics through measures aimed at reducing 
transmission.

Some public health actions not only produce benefits but also involve potential harms (Question 3) or 
infringements of individual rights to privacy or liberty (Question 6). In such cases, it is especially important 
to define how public health actions are justified by data from WES and to determine whether the overall 
programme will be proportionate (Question 4) and thus ethically acceptable (26). 

In summary, ethically acceptable WES programmes should strengthen overall surveillance to produce 
additional public health benefits. In general, more beneficial programmes are more ethically acceptable, but 
such benefits should be evaluated alongside any relevant potential harms or other negative effects (Questions 
3–6).

How will WES be integrated into existing public health 
surveillance systems, if any and if necessary?

Similar to other forms of public health surveillance, WES should produce data of sufficiently high quality that 
it can be interpreted in a timely manner to inform relevant public health actions. It is easier to integrate data 
from WES to already well established surveillance systems. In other cases, a WES programme may become the 
only sustained form of surveillance. This may require significant capacity-building, including increased funding, 
the development of additional infrastructure and standards, training for a specialized workforce, improved 
coordination between different government or private agencies (e.g. those responsible for wastewater 
treatment), or reform of legal or governance frameworks.

WES programmes should be integrated into existing public health surveillance activities, if any exist. Before 
WES is implemented, there should be an informed assessment to determine whether adding such surveillance 
is likely to be complementary to existing systems and increase the public health benefits of surveillance. For 
example, WES may enable the detection of infectious diseases at a large scale, and it may detect asymptomatic 
infections, regardless of variations in access to testing. 

As for any other public health policy, there should be an assessment of the most cost-effective combination 
of approaches. Such assessments should include judgements regarding whether WES is likely to be necessary 
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and sustainable for local public health surveillance overall and its likely effects on the equity of surveillance 
(Question 5). Programmes that are not cost effective may be unethical insofar as they divert resources from 
interventions that would be more cost effective and thus provide more overall health benefits to the relevant 
population. In principle, WES could be implemented in low-resource settings lacking other well established 
public health systems. This may be ethically acceptable if it produces cost-effective public health benefits 
without undermining capacity-building for other valuable types of public health surveillance; however, 
significant capacity-building would likely be required to ensure the success of WES in many low-resource 
settings (56).

Key Ethical Questions
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Public health surveillance can produce harms as well as benefits. Assessments of benefits and harms may 
be prospective, retrospective or ongoing. Prospective evaluations involve assessments of potential benefits 
and risks (i.e. potential harms). Any risks from WES implementation and use should be carefully assessed 
and minimized. The proportionality of WES programmes should also be re-evaluated over time (Question 
4), especially if any harms occur as a result of the programme. The existence of potential harms makes it 
especially important to ensure that data from WES meet high quality standards because harms arising from 
public health actions taken based on false-positive results, or inaccurate data or interpretation are likely to 
undermine public trust.

What are the potential harms?
The potential harms (i.e. the risks) of WES should be evaluated prior to implementing the programme. This 
evaluation should involve considering the types of harms likely to occur, as well as their probability and 
magnitude, and the potential for an inequitable distribution of harms (Question 5). Harms may include, first, 
stigma, for example because individuals or groups may be identified as being more likely to be affected 
by a health problem that is associated with a moral judgement or considered a negative attribute (57, 58). 
Stigma may result from infringements of privacy (Question 6) and can result in prejudice, discrimination or 
other harms (58). Second, there may be economic harms for individuals or groups because of the effects of 
stigma or public health actions that reduce access to employment or affect business activities (e.g. due to 
public awareness of the prevalence of infection in a particular area, mass quarantine during an epidemic or 
regulation of the use of wastewater in agriculture) (59, 60). Third, there may be mental health harms due to 
stigma or situations in which WES is linked to public health actions targeting individuals, such as isolation or 
quarantine. Fourth, harms may arise due to decreased trust in public health activities as a result of concerns 
about WES, other surveillance activities or related public health actions. Such mistrust may result in avoidance 
of health care or non-compliance with testing and other public health interventions. Fifth, there may be 
potential harms for personnel involved in collecting or analysing samples from WES due to exposure to 
pathogens or other hazards.

How will risks be mitigated?
The risks of public health programmes should be minimized. However, it will often be impossible to eliminate 
potential harms, especially when harms stem from actions aimed at producing public health benefits, such 
as controlling an epidemic. Strategies to minimize risks from WES may include delivering positive public 
health messaging, for example by countering rumours and incorrect information regarding a health problem 
or marginalized population (61). It may also include reducing the use of restrictive public health measures, 
such as mass quarantine of residents of a building or location from where there have been positive samples. 
However, some restrictive measures may be ethically justifiable during epidemics if there are significant 
potential benefits from controlling the spread of infection that could not be achieved with less restrictive 
policies. Where implemented, such measures should be designed to produce as little harm as possible, and 
this should include by reducing negative or stigmatizing language in public health messaging (58). Risks to 

Question 3. Potential harms:
What are the potential harms related to WES, and 
how will risks be mitigated?
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personnel who handle samples from WES should be mitigated through the use of appropriate biosafety and 
infection control policies.

How will support be provided for any harms that occur?
If harms occur due to WES, there is a strong ethical case for supporting or compensating individuals or groups 
who experience harm (62). One justification for support or compensation policies is the ethical principle of 
reciprocity (Box 1) (27). If some individuals are harmed as part of a programme aimed at producing benefits to 
the overall population (i.e. the programme benefits not only those who are harmed), the population arguably 
owes a duty of reciprocity to provide support or compensation, or both (27, 62). Further, when equity and 
justice are considered, there is an especially strong ethical case for minimizing risks and providing reciprocal 
support for harm when it is likely to be concentrated among disadvantaged subpopulations (Question 5).

In summary, there should be careful assessment of any potential or actual harms associated with WES 
programmes. There should be mechanisms to minimize risks, as well as to compensate and provide 
reciprocal support for harms that occur despite risk minimization. While many settings may not have existing 
mechanisms to support or compensate those harmed by public health interventions, there is arguably a strong 
ethical rationale to develop such mechanisms over the long term.

Key Ethical Questions
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Proportionality is a key principle of public health ethics (Box 1). It requires that the benefits of a public health 
intervention or policy, in this case WES, outweigh the harms and other negative effects (26).

Assessments of proportionality require data about benefits versus harms, burdens and costs, but these 
assessments cannot be based on data alone (26). This is because relevant benefits and harms are often 
incommensurable – that is, they cannot be measured in the same way. For example, the benefit of reducing 
the spread of an infectious disease is a different kind of outcome than the mental health harms of quarantine 
and isolation. Although measures such as quality-adjusted life years attempt to account for such differences, 
it is unlikely that such assessments alone are sufficient for decisions regarding whether benefits outweigh 
harms (63). Assessments of the proportionality of public health policy, including for WES, should, therefore, be 
transparent (Question 6), in part to promote respect for populations targeted by surveillance or other public 
health actions.

Other types of negative outcomes that can arise during the implementation of public health surveillance 
include infringements of privacy and liberty, which often produce harms but can be ethically wrong or 
problematic even if they do not result in harm (Question 6). A secondary negative outcome may be reduced 
trust in public health agencies and, consequently, a reduction in the effectiveness of public health messaging 
and other interventions. Such mistrust of public health activities may occur if surveillance and other actions 
are perceived to involve excessive infringement of privacy or other important values. These types of 
negative outcomes may be difficult to measure. However, assessments of proportionality should take such 
considerations into account, including by estimating their severity or degree and the number of people 
they will likely affect. For example, an intervention that produced large benefits, minimal harms and a small 
reduction in public trust might be judged to be proportionate, but one that produced small benefits, minimal 
harms and a large reduction in public trust might be disproportionate, and thus ethically unacceptable.

Further, benefits and harms are often unequally distributed throughout a population. Public health actions 
linked to WES can have a positive effect on equity by improving health among disadvantaged populations. 
However, in other cases, even when the benefits of an intervention outweigh its harms at the population 
level (i.e. it is proportionate), interventions may produce inequitable outcomes by providing greater benefits 
to relatively advantaged subpopulations or greater harms to relatively disadvantaged populations, or a 
combination of these (Question 5).

Assessments of proportionality, similar to other assessments of ethics, may need to be revised over time. For 
example, it might be considered proportionate to implement highly localized WES coupled with restrictive 
interventions at the start of a pandemic when a public health agency is aiming for major reductions in 
transmission and has widespread public support for these approaches. In contrast, highly localized surveillance 
or restrictive policies that infringe strongly on privacy may not be proportionate or ethically justifiable later in a 
pandemic when a pathogen has become endemic or has minimal health impacts due to population immunity, 
or if policy-related harms have increased.

In summary, public health agencies should make holistic assessments of the proportionality of WES based 
on the overall expected public health benefits and a wide range of potential harms or negative effects. 
Proportionality should be reassessed regularly, and policies should cease or be revised if they are no longer 
proportionate, for example if the benefits decrease or harms increase.

Question 4. Proportionality:
Do the benefits of WES outweigh the harms and any 
other negative effects?
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Question 5. Equity and justice:
How will WES be designed to promote health equity 
or the fair distribution of benefits or harms, or both?
Similar to other forms of surveillance, WES may promote equity or justice, but it may also create or 
exacerbate inequity or injustice. Key issues in equity assessments for WES should include evaluations 
of (i) the representativeness of data obtained through WES, (ii) distributive justice and (iii) the reciprocal 
support available or provided for any harms or negative effects, especially if these disproportionately affect 
disadvantaged subpopulations.

Representativeness: What is the justification for including 
and excluding geographical areas or populations?

Including a population in WES and other forms of surveillance can be beneficial for such groups if the 
surveillance data inform appropriate public health responses to the health issues affecting that population 
(5). One advantage of WES in terms of equity is that it can collect data about populations that may not have 
access to, or may avoid, testing for infectious diseases and, therefore, may be poorly represented in other 
types of surveillance data (35). Excluding a population or geographical area from WES, for example due to lack 
of access to wastewater treatment, can reduce the visibility of and responses to the health problems of those 
populations or areas. However, populations included in WES may sometimes experience privacy infringements 
or harms related to restrictive interventions linked to surveillance.

Therefore, WES should be designed to ensure fair representation and equitable public health responses across 
the relevant populations. Efforts should be made to include populations for whom the surveillance would 
produce net benefits or improve health equity, or both. Further, there may be strong ethical and scientific 
cases for focusing WES and linked public health actions on specific populations where the disease burden 
is high. However, WES programmes should be designed to avoid excessive privacy infringements among 
disadvantaged groups and the inequitable use of restrictive interventions (54).

Distributive justice: How will the benefits and burdens be 
distributed?

Although it is important to determine whether the overall population-level benefits of WES outweigh any 
negative effects, public health agencies should also evaluate how these outcomes are distributed in the 
population. WES should aim to achieve equitable improvements in population health, for example by collecting 
data about and providing public health benefits to disadvantaged groups while avoiding excessive burdens on 
these groups.

Although WES typically has minimal direct burdens, it may involve infringements of privacy when individuals 
or groups are identifiable (e.g. residents in a single building) or there are other burdens related to restrictive 
public health interventions resulting from surveillance. For example, WES has been used as the primary 
justification for highly localized restrictive measures, such as mandated testing and mass quarantine (37, 
38). When infringements on privacy or restrictive actions disproportionately occur among disadvantaged 
populations, they can increase inequities (54). 

Key Ethical Questions
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Many of the benefits of surveillance will be focused on those at highest risk from the relevant health issue. 
Since ill health is often concentrated among disadvantaged subpopulations, measuring and addressing health 
problems can improve health equity by improving their health. Therefore, some populations may actively 
request surveillance as part of efforts to address inequitable health burdens (5). 

In the case of infectious diseases, however, it will often be that the public health benefits of epidemic control 
are widespread – that is, they will affect both advantaged and disadvantaged subpopulations. Yet the burdens 
and negative effects of surveillance and policy actions based on surveillance data will be concentrated 
among those for whom the risks of infection are highest, which is often strongly correlated with other 
forms of disadvantage (54). This supports a reciprocity-based case for support because one subpopulation is 
experiencing burdens for the benefits of others. As discussed in Question 3, which focuses on potential harms, 
the ethical case for providing reciprocal support for any harms associated with WES is especially strong when 
such harms are concentrated among disadvantaged groups.

In summary, WES should aim to achieve equitable improvements in population health. Since health problems, 
including infectious diseases, are often concentrated among disadvantaged subpopulations, WES should 
aim to produce health benefits and avoid excessive negative effects for these subpopulations, and reciprocal 
support should be provided for any burdens or harms that occur as part of the interventions implemented to 
promote population health.
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What form of public engagement will accompany WES? 
Ensuring appropriate public engagement can be a way to promote respect for communities affected by 
WES (5). Such engagement is justified because WES, similar to other forms of surveillance, typically requires 
government resources, involves collecting data about citizens and residents, and is often linked to other 
public health actions for the affected communities (5). The aims of public engagement may include (i) co-
designing WES with community members, (ii) informing communities about the programme, (iii) assessing 
public awareness and acceptance of current programmes, or (iv) seeking feedback on existing or planned WES 
programmes.

The strength of the ethical rationale for engaging about WES, as well as the appropriate forms of engagement, 
depend on how a programme is designed. Programmes that involve collecting anonymized data from large 
populations without identifying individuals or using restrictive public health measures require minimal 
engagement, for example the public can simply be informed that such data are being collected. Programmes 
that involve highly localized data collection, identification of individuals, including by combining data from 
WES with other data, or the use of restrictive measures should include more rigorous engagement, comprising 
assessments of public acceptability and implementation of fair procedures for receiving feedback from relevant 
communities. Such feedback should inform any evaluations of or revisions to WES policies, as appropriate. 

One of the challenges of ensuring engagement with WES is that the relevant communities from whom data are 
collected may include international travellers (e.g. if wastewater from arriving airplanes is sampled) or other 
mobile populations (e.g. migrants on temporary visas). While such groups may not have the same political 
rights as local citizens, minimal engagement for public health surveillance could include informing individuals 
that wastewater may be collected and analysed. Surveillance and the linked public health actions should also 
be equitable (Question 5), by avoiding the disproportionate collection of data or use of restrictive measures 
among disadvantaged groups, including migrants and temporary residents, or inequitable border closures 
targeting specific countries. 

How will privacy infringements related to WES be 
minimized? 
Privacy is ethically important in terms of respect for persons because there is a presumption that individuals 
have a right to decide whether to share their personal information with others (64). Public health surveillance 
often involves infringing individual privacy but with the goal of promoting health (5). This breach of privacy 
may include collecting and sharing data about individuals, groups or populations. 

Question 6. Respect for persons:
How will WES be designed to promote respect for 
communities and individuals?
As with all public health programmes, the design of WES should involve appropriate consideration and 
respect for the individuals and populations who will be affected. Respect for persons can be promoted by (i) 
ensuring appropriate community engagement, (ii) using fair procedures to make decisions about policies and 
evaluations, and (iii) minimizing the use of restrictive or harmful public health measures.

Key Ethical Questions
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Many WES programmes collect only population-level data and thus will involve minimal or no infringement 
of individual privacy. However, for more than 50 years, identifying individuals has been a goal of some forms 
of WES, for example to track individuals carrying typhoid (65). When data from WES that is carried out in a 
highly localized wastewater catchment area is combined with other data or public health measures (e.g. case-
finding and mandated testing), or both, it may be possible to identify individuals, such as those with a specific 
infectious disease (37, 38). Procedures for sharing data from WES (Question 7) should be designed to minimize 
privacy infringement by ensuring identifiable data are shared only when necessary for public health action. In 
most cases, data from WES can be shared in aggregate, which may reduce infringements of individual privacy, 
but may still involve risks of stigma for population groups (Question 3).

How will the WES programme be transparent about its activ-
ities and accountable to the public?
The ethical values of fairness and justice apply not only to the equitable distribution of benefits and harms 
from public health programmes but also to the procedures for developing, evaluating and revising policies. 
Procedural fairness requires transparency, for example by ensuring that a programme’s policies and the 
justifications for them are publicly available (66). It also requires accountability, for example by ensuring that 
summary data from WES and the uses of the data to justify public health actions are reported to the public (5, 
36). 

Accountability also requires being responsive to relevant communities. At a minimum, this should include 
informing communities about the rationales for a WES programme (Questions 1 and 2) and how the 
proportionality of any proposed programme has been assessed (Question 4), as well as sharing data from WES 
with local communities (Question 7). More robust forms of accountability would include co-designing a WES 
programme with the communities where it will be implemented and providing mechanisms for feedback (e.g. 
via public engagement), with revision of policies based on such feedback (5, 36). 

Will WES be linked with restrictive public health measures?
Restrictive public health measures, such as isolation and quarantine, can be justifiable and proportionate 
components of public health responses in cases in which they will produce greater net benefits than less 
restrictive alternative policies (Question 4). The principle of least infringement is a key principle of public health 
ethics (Box 1) (27). It applies to WES as well as to other public health surveillance and responses to disease. 
This principle requires that if two policies would achieve similar public health benefits and one involves more 
restriction than the other, the less restrictive option should be selected (25, 26). This principle maintains respect 
for individual autonomy and liberty by minimizing the degree to which these rights are restricted by public 
health policy. 

Many WES programmes involve only minimal or no restriction of individual liberty, for example where these 
programmes collect only population-level data to inform public health messaging and resource allocation. 
However, in instances in which WES is linked to restrictive public health measures, including when used in 
combination with other surveillance data, these measures should involve the minimum restriction compatible 
with producing the relevant benefits (25). All restrictive measures require strong justification, and this should 
be transparently communicated to the public. If restrictive interventions will be implemented, the potential 
negative effects of such interventions should be considered as part of the overall assessment of proportionality 
(Questions 3 and 4).

In summary, promoting respect for persons in the context of WES requires an approach that balances public 
health benefits with individual and community rights and interests. This includes implementing appropriate 
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mechanisms for public engagement, protecting privacy through careful data-handling practices (Question 7), 
ensuring procedural fairness through transparency and accountability, and adhering to the principle of using 
the least restrictive means to achieve public health goals. 

The degree of engagement and privacy protection required should be proportional to the level of detail in the 
surveillance data and the restrictiveness of linked public health measures. Disadvantaged populations must 
be appropriately protected (Question 5). Policies for using WES at national borders must be balanced, and 
these may include models of international collaboration and data-sharing (Question 7). Maintaining public 
trust through the respectful implementation of WES will be essential for its long-term sustainability as a public 
health tool.
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Data and samples from WES should be owned and shared according to policies that aim to promote public 
health benefits while limiting infringements of privacy or the misuse of data for purposes unrelated to public 
health (28). The development of appropriate policies should include consideration of appropriate (i) data 
ownership and storage practices; (ii) mechanisms for sharing data for public health purposes, including 
for public health actions; (iii) policies for the secondary use of surveillance data for public health research; 
(iv) restrictions on the sharing of data for purposes unrelated to public health; and (v) biosafety policies for 
samples from WES. Additional legal and governance frameworks may exist that address the sharing of samples 
beyond those that apply to sharing data.

Who owns the samples and data generated by WES?
A public health agency, a community organization or another entity may collect, analyse or use data from 
WES. Community ownership of data from WES may be one option, if feasible, although in many jurisdictions 
health-related data will often be held by a public health agency or relevant government agencies. In 
some jurisdictions, wastewater may be the responsibility of, for example, an environmental agency of 
the government or a private company responsible for wastewater treatment (31). Since WES may involve 
collaboration across multiple sectors, including health and the environment, and other infrastructures, it 
reflects a Health in All Policies approach, in which health and non-health sectors work together to support 
public health goals (67). Such cross-sectoral collaboration will often be essential to implement WES effectively 
and ethically. 

Data used for public health surveillance purposes should be analysed and stored according to appropriate 
standards that protect individual privacy, promote respect for persons and minimize harm (Questions 3 and 6). 
While wastewater and other samples may be owned by different entities, WES as a public health activity should 
be conducted by health agencies, rather than other actors, ideally in partnership with relevant stakeholders 
and participating communities. One reason for this is to set appropriate limits on the sharing of health-related 
data and thereby promote trust in public health agencies.

How will data be shared for public health purposes? 
The ethical justification for WES requires that data are used to promote public health (5). The goal of promoting 
public health can involve sharing data for the purposes of (i) informing the local or national community about 
a health issue; (ii) informing local or national public health action, including emergency preparedness and 
responses; and (iii) informing international communities or international public health actions. 

There should be transparent communication about which data are being collected and shared, and 
appropriate policies clarifying how such data will be shared for public health purposes. Although WES typically 
involves collecting aggregated data so that individuals may be anonymous, care should be taken to ensure 
that individuals are not re-identifiable (e.g. in the case of rare diseases in which only one infected individual 
is present in a water catchment area). Further, aggregate data may still result in stigmatization of identifiable 
population groups (e.g. those living in a geographical location targeted for WES). 

Question 7. Data and sample stewardship:
How should data and samples from WES be shared to 
promote benefits and minimize harms?
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Data from WES should be shared to inform appropriate public health actions. Such actions may include priority 
setting, optimizing vaccination or using restrictive public health measures. Any data-sharing should involve 
the least infringement of privacy compatible with achieving the relevant public health objective. Among other 
things, this should involve restricting who has access to detailed or identifiable WES data as part of a public 
health action: such access should be limited to the smallest number of public health agency staff that requires 
access for this purpose. 

How will data be shared for emergency preparedness and 
response?
Data from WES may be shared according to appropriate policies for managing public health emergency 
preparedness and response. The International Health Regulations (2005) require data to be shared 
internationally about health hazards that have the potential to cross borders, and this may include hazards 
identified through WES (68). Such data may include details of novel pathogens, such as their genomic 
sequences, if appropriate.

WES may include analysing wastewater from international air or sea vessels in their arrival country (69), and 
thus also the collection of data from international populations. If WES is used for such purposes, its use should 
be guided by clear aims (Question 1) and policies regarding how data will be shared with other nations or 
international agencies, or both. However, this is an area for capacity-building because there are few established 
mechanisms for sharing data collected at international borders (69).

At the national level, data from WES should also be shared as part of local emergency preparedness and 
response activities. There should be mechanisms to ensure that such data sharing balances respect for 
persons with the need to promote public health benefits (Question 2). Although legal states of emergency may 
involve exceptions to normal rules of law, there remains a strong ethical rationale to ensure that an individual’s 
privacy is protected and to minimize the restriction of individual liberty that may be caused by public health 
actions linked to the use of data from WES.

Will data or samples be shared for public health research? 
The primary purpose of collecting data from WES is to inform public health actions. Appropriate secondary 
uses of such data may include research activities that have the goal of promoting long-term public health. 
Unlike standard research, surveillance data are typically collected without consent, and the plan for data 
collection and analysis is not subject to ethics review (5). 

The appropriate governance framework for such secondary use of surveillance data for research is an 
unresolved area in policy development. On the one hand, public health surveillance and public health 
research using the same data are often similar activities, and members of the public may not perceive a 
significant difference between them. On the other hand, research is strictly controlled by well established 
ethics frameworks, including those that require informed consent from individuals, which is not necessarily 
appropriate to surveillance (70). 

If surveillance data are used for research, health agencies should determine whether this use will be (i) 
governed by standard research ethics requirements or (ii) such research may be conducted and published 
under a public health waiver of such requirements. If research ethics requirements are waived, it is even 
more important that surveillance data are collected and handled according to stringent ethical standards. 
The development of an internal mechanism for ethics review for WES and other forms of surveillance is an 
important area for capacity-building within public health agencies (39, 55). 
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Will data or samples be shared for purposes unrelated to 
public health? 
Data from WES could be used for purposes other than public health, for example by agencies involved in law 
enforcement, border control, and military or espionage activities (35). For the same reasons that wastewater 
may be useful for surveillance, it could also be used for non-health-related monitoring of specific groups, such 
as migrants or people living in a certain geographical area. For example, data from WES could be combined 
with other data to identify or locate groups in whom an infectious disease is more prevalent (e.g. migrants, gay 
men and other men who have sex with men, or sex workers) or to monitor the use of illicit drugs or medical 
abortion, including in jurisdictions where such activities are illegal (35, 45, 46). It may also be possible to 
identify groups such as families or, potentially, individuals, in highly localized wastewater catchment areas by 
testing for human DNA in wastewater to identify relevant genetic markers (71–73). While such activities might 
be legally authorized in some jurisdictions, they should be kept separate from collecting data for public health 
surveillance. The use of public health surveillance data for purposes unrelated to public health is arguably 
unethical, and it may undermine trust in health agencies (5). 

Data from WES may also be used by private companies for their own profit, including through contracts with 
public health agencies or by using the data to develop intellectual property, such as testing modalities or 
analytical approaches (31, 74). Public health agencies should develop appropriate policies for sharing sensitive 
samples or data with the private sector, including by limiting access to them.

The 2017 WHO Guidelines on ethical issues in public health surveillance specifies that personally identifiable 
surveillance data should not be shared for purposes unrelated to public health (5). Although WES typically 
involves collective samples, individuals and groups may be identifiable. This can occur in the context of (i) rare 
infections or exposures to rare toxins; (ii) geographically focused WES, for example if a signal in a larger sample 
is gradually traced to a smaller sample; or (iii) a situation in which data or results from WES are combined with 
other data or public health actions, for example if there is mandated testing of residents in a building where 
wastewater was positive for an infectious disease (37).

One ethical reason why data from WES should not be shared for non-health-related purposes is that any 
infringement on privacy arising from public health surveillance should be minimized. A second reason is 
that sharing data may undermine trust in public health agencies and thus result in a decline in long-term 
health outcomes, for example through decreased participation in vaccination programmes (5, 75). The 2017 
Guidelines require that only under exceptional conditions should identifiable data be shared, and these 
conditions should be prespecified and transparently available; the Guidelines also strongly recommend 
sanctions for inappropriate use. 

In summary, data from WES should be stored and shared according to transparent policies that prioritize public 
health benefits while protecting privacy and preventing misuse. These considerations include establishing 
clear data ownership and storage protocols, implementing appropriate mechanisms for sharing data to 
support public health actions and research, and placing strict limitations on sharing data for non-public-health 
purposes. Sharing data from WES is essential for effective public health surveillance and emergency responses, 
but health agencies must develop governance frameworks that balance the promotion of public health 
benefits against privacy concerns and potential harms in order to maintain public trust through transparency 
in and accountability for data-handling practices.



36

Conclusions



37

Ethics Framework for Wastewater and Environmental Surveillance

Conclusions
WES is an emerging public health tool that raises distinct ethical considerations. The implementation of WES 
often requires a collaborative, multisectoral approach and will benefit from governance frameworks that 
include mechanisms for ensuring ethical oversight and collecting feedback through community engagement. 
The implementation of WES should be guided by ethical principles, including respect for persons, justice and 
equity, and proportionality. Proportionate WES programmes are expected to have benefits that outweigh any 
related harms or negative effects. 

The ethical acceptability of WES programmes and the public health actions linked to data from them depends 
on clearly articulated aims and a realistic assessment of the benefits versus the potential harms. Potential 
privacy infringements and harms, such as stigmatization, should be evaluated and minimized, especially when 
WES is used alone or in combination with other public health actions for highly localized surveillance, or when 
it is linked to restrictive public health measures. Assessments of the benefits and harms of WES should also 
evaluate equity, for example in terms of the distribution of benefits and harms across relevant populations. 
Reciprocal support should be provided to communities that experience harms or other burdens related to the 
surveillance.

Well designed WES can promote health equity, provided that it is linked to public health actions that benefit 
disadvantaged groups. While WES may provide valuable population-level health data with only a minimal 
direct burden on individuals, in certain instances the surveillance may also provide highly sensitive data about 
subpopulations, or when combined with other data or case-finding activities, result in the identification of 
specific individuals. To promote privacy and respect for individuals, data-sharing policies should be developed 
that permit the use of data from WES to produce public health benefits while limiting excessive infringements 
of privacy or restrictions on liberty. 

Ethically acceptable WES programmes require the development of transparent policies for data collection and 
data-sharing, as well as mechanisms to encourage meaningful public engagement and ensure accountability. 
As WES continues to evolve, it will be essential to ensure it is ethically implemented to maintain public trust and 
realize its public health potential, while respecting the interests of the populations subject to surveillance.
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Annex 1.
The checklist in this Annex presents a standardized approach to guide wastewater and environmental 
surveillance (WES) practitioners in ethical assessments of such programmes (Table A1.1).

Table A1.1. Checklist for ethical assessments of wastewater and environmental surveillance 
programmes

Ethical questions
Response

Yes No NA

1. Aims of WES

Have the health issues to be monitored by WES been defined (e.g. 
the infectious diseases, drugs or toxins)?

Has the target population been defined?

Has the public health goal of WES been defined (e.g. monitoring, 
disease reduction, disease elimination)?

Has a process for scientific and ethical review of WES been 
implemented?

2. Potential benefits of WES

Have links between WES and public health actions been defined? 
(Actions include, for example, developing public health 
messaging, allocating resources, devising vaccine strategies, 
or implementing epidemic control measures or emergency 
preparedness activities.)

Is there a process for integrating WES into existing surveillance 
systems, if any and if necessary?

3. Potential harms of WES and risk mitigation

Have the potential harms (i.e. risks) been assessed (e.g. 
stigmatization, economic harms, mental health harms, mistrust in 
health agencies)?

Is there a plan for risk minimization?

Is there a plan to provide reciprocal support to individuals or 
communities that experience harms?

4. Proportionality

Has there been an assessment that the expected benefits of WES 
outweigh the expected harms and any other negative effects?
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Ethical questions
Response

Yes No NA

5. Equity and justice

Have the reasons for including or excluding relevant populations 
been assessed?

Has the distribution of benefits and burdens across relevant 
populations been assessed?

Has an assessment been conducted to determine whether 
benefits or harms will be concentrated among disadvantaged 
groups?

6. Respect for persons

Is there a plan for public engagement (e.g. for informing the 
public about WES, to assess public acceptability, to provide 
mechanisms for feedback)?

Have potential privacy infringements been assessed?

Are there appropriate policies for accountability and 
transparency?

Will WES be linked with restrictive public health measures (e.g. 
building-level quarantine orders)?

Will individuals be identifiable (e.g. if data from WES are combined 
with other data or case-finding)?

7. Data and sample stewardship

Is the ownership of data and samples clearly defined?

Will data or samples be shared for public health research?

If the data will be shared with other nations or international 
agencies, is there a clear and defined aim?

If data will be shared for research, is there a plan for ethical 
oversight of data-sharing?

Will data or samples from WES be shared for purposes unrelated 
to public health?

NA: not applicable; WES: wastewater and environmental surveillance.
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